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Highlights
Objective
In response to the Postal Accountability and Enhancement Act of 2006, the U.S.
Postal Service designed a program to detect mailers who were not following
U.S. Government export laws and regulations. The U.S. Postal Service monitors
outbound international mailpieces to ensure compliance with U.S. Government
export laws and regulations. Postal Service International Service Centers (ISC)
distribute and dispatch international mail to foreign countries. To assist in the
enforcement of the export laws and regulations, the Postal Service and U.S.
Postal Inspection Service use electronically generated customs declaration
information to identify potential violations and determine whether a mailpiece
should be entered into the mailstream or returned to sender.

“ The Postal Service monitors outbound international
mailpieces to ensure compliance with U.S.
Government export laws and regulations.”
Our objective was to determine whether the export controls monitoring program
mailpiece screening controls at the ISCs were adequate, efective, and followed
to ensure international mailpieces mailed and destined for foreign countries are
compliant with applicable regulations.

occurred because management did not adequately plan, assess, and monitor
the program as a whole. Speciically, management did not:
● Have a formal strategic plan or current risk assessment for the program.
● Conduct a cost-beneit analysis on the overall program.
● Have a documented process for proactively monitoring emerging issues,
or analyze export compliance data.
As a result, the Postal Service is at increased risk of non-compliance with
export regulations.
The Committee of Sponsoring Organizations states organizational structure
and reporting lines are necessary to carry out oversight responsibilities.
Reporting lines and communication channels must be clear to enable
accountability over operating units and functional areas. Further, although
the aggregation of risks along one dimension may indicate no issues, the
view along a diferent dimension may show other vulnerabilities. Ownership
enables multidimensional review and analysis.
■ The Postal Service’s Export Controls Program screening procedures did
not address all the requirements of the Export Administration Regulations.
Speciically, we found 88 instances between October 2017 and May 2018
where two or more mailpieces were

What the OIG Found
The Postal Service’s Export Controls Monitoring Program mailpiece screening
controls at the ISCs were not always adequate, efective, or followed to ensure
international mailpieces destined for foreign countries were compliant with
applicable regulations. We found:
■ The Postal Service, for its Export Controls Program, lacks overall strategic
focus. This occurred because although the Postal Service’s Export Controls
Program has teams in place to manage the operational phases of the
program, there is no centralized program ownership or oversight. This also
Export Controls for Outbound Mail at International Service Centers
Report Number FT-AR-18-009

We also found analysts did not always make appropriate decisions based on
the information provided when determining whether to pass mailpieces into the
mailstream. In 12 of 172 randomly selected electronic decisions from April 8
through May 22, 2018, we reviewed, analysts passed mailpieces to enter the
mailstream when they should have placed them in pending status for further
review. Speciically:
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■ Analysts passed ive mailpieces when

What the OIG Recommended
We recommended management:

■ Analysts passed seven mailpieces to enter the mailstream when

1. Reestablish centralized ownership and oversight of the Export Controls
Program to make decisions for the program.
2. Incorporate strategic activities into the Export Controls Program, including:

Finally, analysts did not always adequately document decisions for passing the
mailpiece or maintain decision comments. Speciically:

● Developing an overall strategic plan and a written risk
assessment process.

■ Analysts did not document reasons why mailpieces did not violate export
control requirements in 29 of 172 electronic screened decisions reviewed. For
example,

● Conducting regular cost-beneit analyses to assess the program’s
efectiveness and value.

■ Analysts did not maintain electronic screening comments in the mailpiece
record for 26 of 34 randomly selected physical screened decisions from
April 8 through May 22, 2018, we reviewed.
■ Analysts used acronyms to document comments made in the mailpiece record
but they were not standard across all ISCs.

● Proactively monitoring emerging issues and analyzing export compliance
data collected from electronic and physical screenings.
3. Revise the Export Compliance System to ensure mailpieces sent
properly screened.

4. Develop and implement policies and procedures to screen mailpiece content
for mailpieces sent to all countries.
5. Update standard operating procedures to address the following:

These issues occurred because the standard operating procedures were not
speciic or did not clearly address these items.

● Analyzing and reviewing

Compliance with export regulations decreases the risk that individuals will use the
mail to carry out acts that violate federal law or are not in the best interests of the
U.S. or its citizens.

● Maintaining all decision comments.

Export Controls for Outbound Mail at International Service Centers
Report Number FT-AR-18-009

are

● Documenting reasons for passing mailpieces.

● Using acronyms in screening comments.
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Transmittal
Letter
September 28, 2018
MEMORANDUM FOR:

DAVID E. WILLIAMS
CHIEF OPERATING OFFICER AND EXECUTIVE VICE
PRESIDENT

E-Signed by John Cihota
VERIFY authenticity with eSign Desktop

FROM:

John E. Cihota
Deputy Assistant Inspector General
for Finance and Pricing

SUBJECT:

Audit Report –Export Controls for Outbound Mail at
International Service Centers(Report Number FT-AR-18-009)

This report presents the results of our audit of the Postal Service Export Controls for
Outbound Mail at International Service Centers (Project Number 18BG008FT000).
We appreciate the cooperation and courtesies provided by your staf. If you have any
questions or need additional information, please contact Lorie Nelson, Director, Finance,
or me at 703-248-2100.
Attachment
cc: Corporate Audit Response Management

Export Controls for Outbound Mail at International Service Centers
Report Number FT-AR-18-009
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Results
Introduction/Objective
This report presents the results of our self-initiated audit of the U.S.
Postal Service’s Export Controls Program (Project Number 18BG008FT000).
Our objective was to determine whether the export controls monitoring program
mailpiece screening controls at the International Service Centers (ISC)1 were
adequate, efective, and followed to ensure international mailpieces destined for
foreign countries are compliant with applicable regulations. See Appendix A for
additional information about this audit.

U N I T E D

STAT E S

P O STA L

S E RV I C E

Induction

Gateway

Mailpieces enter the mail stream. Induction can
occur at a home, business, collection bin, postal retail
unit, or business mail entry unit. Customers provide
information about the mailpiece on a
customs form.

Acceptance and dispatch after the
induction point where mailpieces are
processed or scanned on screeningequipped automated equipment.

Background
The Postal Accountability and Enhancement Act of 2006 (PAEA) applies
the same U.S. customs and other export laws to competitive international
Postal Service products that apply to similar shipments by private U.S.-based
carriers. U.S. Government export control laws help protect our country by
keeping certain goods and technologies out of the hands of countries of concern,
terrorists, and others who would use them against the U.S. and its territories.

“ The U.S. Government export control laws help
protect our country by keeping certain goods and
technologies out of the hands of countries of concern,
terrorists, and others who would use them against the
U.S. and its territories.”
The Postal Service’s export compliance security and screening process for
inspecting international outbound mailpieces and complying with export laws
consists of the following phases:

1
2

Data Screening
Automated review of the electronic mailpiece
record used to determine if mailpieces meet
federal export regulations.

Review
Mailpieces with an
export compliance hold
are reviewed.

■ Induction phase. Mailpieces enter the mail stream. Induction can occur at a
home, business, collection bin, postal retail unit, or business mail entry unit.
Customers provide information about the mailpiece on a customs form.2
■ Data Screening phase. Automated review of the electronic mailpiece record
used to determine if mailpieces meet federal export regulations.
■ Gateway phase. Acceptance and dispatch after the induction point where
mailpieces are processed or scanned on screening-equipped automated
equipment.
■ Review phase. Mailpieces with an export compliance hold are reviewed.

ISCs distribute and dispatch international mail received from a designated service area to speciic foreign countries. There are ive ISCs: New York, Miami, Chicago, Los Angeles, and San Francisco.
Customs form provides mailer and recipient name and address, content description, value, internal transaction number and export license number.

Export Controls for Outbound Mail at International Service Centers
Report Number FT-AR-18-009
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The U.S. Postal Service Inspection Service (Inspection Service) is responsible
for the review phase at each of the ive ISCs. Contracted investigative security
analysts (analysts) at each of the ISCs perform the following screening
procedures:
■ Electronic screening. Analysts screen and evaluate the electronic mailpiece
record3 prior to its arrival at the ISC and either allow the mailpiece to continue
through the mailstream or pend it to be physically evaluated once it arrives at
the ISC.
■ Physical screening. Analysts physically evaluate the mailpiece after it arrives
at the ISC and either allow it to continue into the mailstream or return it to
sender because of an export compliance violation.
Table 1 shows the mailpiece screening results from October 2017 through
May 2018.

Table 1. Mailpiece Screening Results

Finding #1: Strategic Focus
The Postal Service lacks overall strategic focus for its Export Controls
Program. This occurred because although the Postal Service’s Export Controls
Program has teams that manage the operational phases of the program, the
Postal Service did not have centralized program ownership or oversight. This
also occurred because management did not adequately plan, assess, and
monitor the program as a whole.
The Export Controls Program structure is decentralized, with Global Trade
Compliance (GTC) responsible for the irst three phases of the program and the
Inspection Service responsible for the fourth phase. Furthermore, although the
Inspection Service is responsible for the review phase of the export program, it
has limited control over the screening ilters, such as
, that are incorporated into the Export
Compliance System. GTC oversees the Export Compliance System and funding
for system changes. The Postal Service’s Law Department provides guidance
regarding export control laws and regulations.
Additionally, the Postal Service did not adequately plan, monitor, and assess the
program, including:
■ Management did not have a formal strategic plan to stay informed of other
government programs and emerging issues related to export controls and
share valuable information with other law enforcement agencies. Although
the Inspection Service participates in monthly meetings with other federal law
enforcement agencies, internal communication may not be suicient to ensure
timely implementation of changes in regulations. Further, other GTC priorities
may take precedence over the export control review process.

Source: Export Compliance System5 Reports, October 2017 – May 2018.

3
4
5
6

■ The Postal Service’s Export Controls Program did not have a current
risk assessment. In response to a prior report,6 management stated they
were developing a risk assessment process that deined various levels of
export compliance risk and planned to complete a written risk assessment

Mailpiece record includes sender and recipient name and address; potential violation information; and content detail to include weight, value and items declared.
Includes mailpieces that have been pended for physical review but have not been received at the ISC.
The Export Compliance System is an application used to receive and screen outbound international mail customs data for violations of federal export regulations.
Overview of U.S. Postal Service Export Controls Monitoring Program (Report Number FT-MA-13-017, dated July 25, 2013).

Export Controls for Outbound Mail at International Service Centers
Report Number FT-AR-18-009
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plan that would identify the assessment process and responsibilities by
September 30, 2013. We were not able to obtain the risk assessment plan,
and management stated they were not aware of a current risk assessment.
Management stated there is an ongoing practice of risk assessment built
into every decision. U.S. Department of Commerce Bureau of Industry and
Security (BIS)7 guidelines8 state risks in export compliance are threats that
can negatively afect an organization’s reputation and export business. A risk
assessment can identify preventable risks and build safeguards to control the
risks. A sound export controls program performs continuous risk assessments
to assist in identifying vulnerabilities and mitigate export control violations.
■ Management did not conduct a cost-beneit analysis on the overall program.
A cost-beneit analysis would allow management to analyze or assess the
Export Controls Program’s overall efectiveness and value.
■ Management did not have a documented process to proactively monitor
emerging issues and did not analyze export compliance data collected from
electronic and physical screenings. Centralized program ownership could help
management plan for and implement changes to address emerging trends.
It could also help the Postal Service determine its level of compliance with
export regulations, identify patterns, draw conclusions, and allow better, more
efective strategic business decisions to enhance the export controls program.
The Committee of Sponsoring Organizations of the Treadway Commission
Internal Control Integrated Framework, 2015 (COSO) states organizational
structure and reporting lines are necessary to carry out oversight responsibilities.
Lines of reporting enable execution of authorities and responsibilities, and low of
information to manage activities. In addition, reporting lines and communication
channels must be clear to enable accountability over operating units and
functional areas. Further, although the aggregation of risks along one dimension
may indicate no issues, the view along a diferent dimension may show other
vulnerabilities. Ownership enables multidimensional review and analysis.

communication of the Postal Service’s vision, to help guide employees towards
achievement of the export controls program. Multiple individuals having diferent
opinions on a particular business decision can struggle in a decentralized
program. Centralized ownership and oversight of the program would provide
strategic focus and help improve the overall quality of the program. As a result,
the risk of export compliance violations decreases.
During program implementation, an Export Monitoring Steering committee made
program decisions, but it was discontinued once the functions transitioned to GTC
and the Inspection Service teams. Currently, GTC, Inspection Service, and the
Law Department hold monthly meetings to discuss matters of cross-functional
interest that arise and are in frequent contact to coordinate activities, share
information, and make decisions. Any decisions that are considered to pose a
greater than routine level of risk may be elevated to higher levels of management
in Operations, Inspection Service, or the Law Department.

Recommendation #1
We recommend the Chief Operating Oicer, in coordination with
the Chief Postal Inspector and the General Counsel, reestablish
ownership or oversight of the Export Controls Program to make
decisions for the program.

Recommendation #2
We recommend the Chief Operating Oicer, in coordination with
the Chief Postal Inspector and the General Counsel, incorporate
strategic activities into the Export Controls Program, including (a)
developing an overall strategic plan and a written risk assessment
process, (b) conducting regular cost-beneit analyses to assess
efectiveness and value, and (c) proactively monitoring emerging issues
and analyzing export compliance data collected from electronic and
physical screenings.

Lower levels of management have speciic ground-level information that
can enhance operational performance. However, centralized ownership and
oversight would provide a better perspective of the program, with clear lines of
7
8

One of the leading agencies responsible for the development, implementation, and interpretation of U.S. export control policy.
U.S. Department of Commerce, Bureau of Industry and Security, Export Compliance Guidelines, The Elements of an Efective Compliance Program, dated January 2017.

Export Controls for Outbound Mail at International Service Centers
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Regulations state,

Finding #2: Regulations
Postal Service’s Export Controls Program screening procedures did not address
all the requirements of the Export Administration Regulations (EAR).9 Speciically,
analysts did not always adequately screen mailpieces sent

Analysts did not screen mailpieces sent
. We
found 88 instances from October 2017 through May 201810 where
as shown in Figure 1.

Figure 1.
through May 2018

. The Postal Service’s
standard operating procedures (SOP) incorporated this regulation. However,
the Postal Service’s Export Compliance System did not screen for multiple
mailpieces
. We observed some analysts
11

Management was aware of this issue but have not implemented
program changes due to other priorities and funding concerns.

Analysts did not always screen mailpiece content

by ISC October 2017

Source: U.S. Postal Service Oice of Inspector General (OIG) analysis of mailpieces passed.

9 15 CFR §740.12(B)(iii) and §738.
10
.
11 United States Postal Inspection Service Export Screening Standard Operating Procedures dated March 29, 2018.
12

16 U.S. Postal Service Export Controls Monitoring Program – Phase II (Report Number FT-MA-12-003, dated September 14, 2012).

Export Controls for Outbound Mail at International Service Centers
Report Number FT-AR-18-009
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Compliance with export regulations decreases the risk that individuals will use
the mail to carry out acts that violate federal law or are not in the best interests
of the U.S. or its citizens. For example,

Exporting such items
is tightly controlled by the U.S. Failure to follow export regulations could lead to
civil and criminal penalties.

Decisions
We randomly selected 172 electronic and 34 physical screened decisions from
April 8 through May 22, 2018. In 12 of the 172 (7.0 percent) electronic decisions
reviewed, analysts passed mailpieces when they should have placed them in
pending status for further review. Speciically:
■ Analysts passed ive mailpieces when

Recommendation #3
We recommend the Executive Director, International Operations,
in coordination with the Global Trade Compliance Oice, revise the
Export Compliance System to ensure

Exhibit 1.
Recommendation #4
We recommend the Executive Director, International Operations,
develop and implement policies and procedures to screen

Example 1 –

Finding #3: Export Control Screening Decisions
When determining whether to pass mailpieces into the mailstream, analysts
did not always make appropriate decisions based on the information provided,
adequately document decisions, or maintain decision comments. These issues
occurred because the SOPs were not speciic or did not clearly address these
items. Not documenting and maintaining complete record history reduces the
ability to fully understand analysts’ decisions. These issues also place the
Postal Service at risk of BIS pursuing sanctions against it, including civil or
criminal penalties for violating export regulations.

Export Controls for Outbound Mail at International Service Centers
Report Number FT-AR-18-009
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■ Analysts passed seven mailpieces when

■ Analysts did not maintain electronic screening comments for 26 of
34 (58.8 percent) physical screened decisions in the mailpiece record.
Analysts entered comments as part of the electronic screening process to
document decisions why mailpieces were pended. During physical screening,
analysts removed these comments. EAR states records required to be
retained include memoranda and notes. Efective August 25, 2018, because
of our audit, management agreed to instruct analysts not to delete comments
made by any other analysts.

Decision Documentation and Maintenance
We also found analysts did not always adequately document decisions for
passing the mailpiece or maintain decision comments. Speciically:
■ Analysts did not document reasons for passing the mailpiece in 29 of
172 (16.9 percent) electronic screened decisions reviewed. For example,
analysts passed mailpieces with
. However, as required by
policy, during electronic screening for

documented that

In these cases, the analysts should have also
.

■ Analysts used acronyms in the mailpiece record during the electronic and
physical screening. For example, analysts used “ndcd” (non-descriptive
content description), “cog” (category of goods), “fnr” (full name required), and
“nvd” (no value declared) when documenting decisions. Since these acronyms
are not used consistently across all ISCs, other Inspection Service personnel
and individuals from other government agencies may not be able to determine
the meaning of the acronym. During the site visit to one ISC,19 management
decided analysts would no longer use acronyms to document decisions.
Efective August 25, 2018, because of our audit, management developed a list
of approved acronyms for use during electronic and physical screening and
agreed to provide instructions to all analysts.

Recommendation #5
We recommend the Executive Director, International Operations,
in coordination with the Postal Inspector In Charge, Security
and Crime Prevention, update standard operating procedures for
(a)
, (b)
documenting reasons for passing mailpieces, (c) maintaining all
screening comments, and (d) using acronyms in screening comments.

Management’s Comments
Management agreed with recommendations 1 and 3, partially agreed with
recommendation 5, and disagreed with recommendations 2 and 4. Management
noted that, except for gift parcels to Cuba, the audit ofered only speculation
about the possibility of undetected violations, not evidence of actual ones, and
did not provide evidence of a problem justifying realignment of law enforcement
resources.
Management stated that the organizational structure of the Postal Service’s
export screening program suggested by the report’s addressee and
recommendations does not relect its actual structure, and that understanding
afects much of the report’s tone. Speciically, the report and recommendations
are addressed to the Chief Operating Oicer or his subordinates, with the Law
Department and the Inspection Service relegated only to a coordinating role.

17
18 Parties who are barred by the International Traic in Arms Regulations (ITAR) from participating directly or indirectly in the export of defense articles.
19
ISC.

Export Controls for Outbound Mail at International Service Centers
Report Number FT-AR-18-009
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Management stated that the screening program exists to fulill the Inspection
Service’s law enforcement responsibilities. Screening of outbound international
mail is a law enforcement function exercised by the Inspection Service, and
Operations supports that work by ensuring that data and mailpieces are correctly
directed to the Inspection Service. Similarly, the Law Department supports
both groups with legal analysis and advice. In addition, management stated
recommendations 3, 4, and 5 implicate decisions and activities for which the
Inspection Service is solely or primarily responsible, and Operations plays no
role in those functions. Further, management believes the report should portray
the screening program as an investigative program conducted by a federal law
enforcement agency rather than a liability-mitigation strategy by a regulated entity.
Management also stated the Inspection Service has weighed the likelihood
of detecting mailpieces that violate export control laws against its resource
constraints and policy objectives, and accordingly has made a judgment as to
the types of violations to target. The Inspection Service has exercised its law
enforcement discretion to focus the export screening program primarily on certain
export control violations and not others, as well as to focus the program on export
control violations and not on mailability violations in general.
Regarding recommendation 1, management did not share the view that the
situation should be framed as requiring “reestablishment of ownership or
oversight.” Management stated the export controls program is currently being
performed by business units supervised by the named oicers and so their
“ownership” has been continuous. However, they agreed with the spirit of the
recommendation and stated the Chief Postal Inspector will establish regular
oversight meetings, at least semiannually, to include the Chief Operating Oicer
and General Counsel, at which responsible personnel can inform the named
executives about the state of the program and any emerging issues and can seek
their input on pending decisions.
Further, management disagreed with recommendation 2, noting the report
was unclear about the necessity of an overall strategic plan and written risk
assessment process and that a cost-beneit analysis cannot be done in
any meaningful way. However, management stated they are committed to
engaging senior management directly on the program’s strategic development
Export Controls for Outbound Mail at International Service Centers
Report Number FT-AR-18-009

and risk assessment which will include written brieings, presentations,
meeting documents, and/or meeting notes about responsibilities for program
management, strategic development, and risk assessment. Management stated
this commitment should address the concern underlying this recommendation.
Management plans to implement recommendations 1 and 2 at these meetings by
March 31, 2019.
Management agreed with recommendation 3 and will implement the necessary
changes to screening software and the Inspection Service’s screening SOP.
Management plans to implement this change by September 30, 2019.
Management disagreed with recommendation 4 and, therefore, provided no
corrective actions. Management stated it would be ineicient, uneconomical, and
inefective for the Inspection Service to attempt to scale up a comprehensive
commodity-controls screening program. They also stated decisions about
the scope of the export screening program are fundamentally a matter of the
Inspection Service’s inherent discretion to prioritize resources according to the
likelihood of detecting and preventing violations of federal law. They added
that commodity-based export controls are generally not well suited for a mail
screening program because they involve complex decisions and eligibility criteria
that varies by country, and commodity descriptions are typically highly technical.
Further, expanding commodity-controls screening into a routine afair, with
thousands of mailpieces being evaluated every day would require a tremendous
diversion of resources. Finally, management noted that BIS conirmed the
Inspection Service’s prioritization is in line with BIS’s expectations.
Management agreed with most of recommendation 5 and will update SOPs
to incorporate existing job aids and instructions that address the indings with
respect to name matches, documentation of relevant reasons for passing
mailpieces, and use of acronyms in screening comments. Management plans to
update the SOPs by December 31, 2018.
Management disagreed with the implication that the Inspection Service should
use the export screening program to review the mailability of every lagged
mailpiece’s contents. Management also questioned the inding that faults
screeners for failing to review contents for ITAR requirements after determining
10
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that a given mailpiece did not involve someone barred under the ITAR.
Management stated that the SOP only requires an ITAR review if there is a “true
hit.” Management reiterated it focuses on preventing unlicensed shipments to or
from blocked persons.

Regarding recommendation 4, the OIG continues to believe the Postal Service
is knowingly accepting the risks of noncompliance with export regulations.

See Appendix B for management’s comments in their entirety.

Evaluation of Management’s Comments
The OIG considers management’s comments partially responsive to the
recommendations in the report. Corrective actions for recommendations 1, 2, 3,
and 5 should address the issues identiied in the report.
Throughout the report, management refers to the export screening controls
program as a law enforcement function exercised by the Inspection Service, with
Operations and the Law Department supporting that work. We agree. However,
the overall export controls program consists of four phases, starting with actions
and decisions performed by GTC, which is part of Operations. For example, one
of the central tasks of GTC is to coordinate the implementation of operational
changes and system enhancements pertaining to export controls as GTC
owns the Export Compliance System. Our discussions regarding management
oversight were not limited to the export screening phase but instead intended
towards the overall export controls program. Along with the Inspection Service,
the Operations group and the Law Department play critical roles in monitoring
and decision-making. Thus, the intent of recommendations 1 and 2 were for an
individual, function, or consortium to take ownership and oversight over the export
controls program as a whole. That body would ensure the vision and mission
are properly communicated and understood by all parties involved in the export
controls process, and would be responsible for the strategic direction of the
program.

Regarding recommendation 5, we acknowledge that the SOP document does
not speciically require a review of the contents except when there

All recommendations require OIG concurrence before closure. The OIG requests
written conirmation when corrective actions are completed. Recommendations 1,
2, 3, and 5 should not be closed in the Postal Service’s follow-up tracking system
until the OIG provides written conirmation that the recommendations can be
closed. We intend to take recommendation 4 through the audit resolution process.

Management’s appointment of the Chief Postal Inspector to conduct regular
meetings and engage senior management directly on the program management,
strategic development, and risk assessments should meet the intent of
recommendations 1 and 2.

Export Controls for Outbound Mail at International Service Centers
Report Number FT-AR-18-009
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Appendix A: Additional Information
Scope and Methodology
We observed and reviewed the Postal Service’s Export Controls Monitoring
Program mailpiece review phase processes and procedures at the ive ISCs.
Customs form information is electronically and physically reviewed at the ISCs
and a determination is made on whether the mailpiece should be put into the
mailstream or sent back to sender.
To achieve our objective, we:
■ Reviewed laws and regulations for mailing international mailpieces.
■ Reviewed Export Controls Program policies and procedures.
■ Interviewed personnel involved with the Export Controls Program at
Postal Service Headquarters, the Inspection Service, and at the ISCs.
■ Interviewed BIS personnel regarding export controls.
■ Visited the ive ISCs and walked through the processes and procedures in
place for outgoing mailpieces.
■ Observed the electronic and physical screening processes at the ISCs and
reviewed for inconsistencies between the policies and procedures in place
and the day-to-day operations by the analysts at the ISCs.
■ Reviewed decisions made by analysts to determine whether an appropriate
decision (return to sender or pass into the mailstream) was made based on
the information available.

■ Reviewed data from October 1, 2017, through May 31, 2018, for all mailpieces
that were passed, to determine whether mailpieces violated
the
.
■ Obtained export compliance data from April 8, 2018, through May 22, 2018, to
determine the number of mailpieces lagged for an export violation, returned
to sender, and passed because it did not violate any regulation.
■ Benchmarked export compliance processes and procedures with another
organization within the industry.
We conducted this performance audit from March through September 2018
in accordance with generally accepted government auditing standards and
included such tests of internal controls as we considered necessary under the
circumstances. Those standards require that we plan and perform the audit to
obtain suicient, appropriate evidence to provide a reasonable basis for our
indings and conclusions based on our audit objective. We believe that the
evidence obtained provides a reasonable basis for our indings and conclusions
based on our audit objective. We discussed our observations and conclusions
with management on August 27, 2018, and included their comments where
appropriate.
We assessed the reliability of data from export compliance reports in Application
System Reporting20 by applying logical tests to the electronic data. We
determined that the data were suiciently reliable for the purposes of this report.

20 Application within Enterprise Data Warehouse where export compliance reports are located.
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Prior Audit Coverage
Report Title

Objective

Report Number

Final Report Date

Monetary Impact

Export Controls for Acceptance
of International Packages by
Non-Postal Establishments

To evaluate Postal Service efforts to enhance its export
controls monitoring program for contract postal units, thirdparty vendors, carrier pick-up, and personnel that accept
international packages.

FT-MA-14-008

4/24/2014

None

Overview of U.S. Postal Service
Export Controls Monitoring Program

To evaluate the nine elements and determine whether the
Postal Service has a comprehensive export program.

FT-MA-13-017

7/25/2013

None
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Contact us via our Hotline and FOIA forms.
Follow us on social networks.
Stay informed.
1735 North Lynn Street
Arlington, VA 22209-2020
(703) 248-2100

